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ABSTRACT

Mobile Wireless Delay-Tolerant Networks (DTNs) are wire-
lessnetworks that su er from intermitten t connectivity, but
enjoy the benet of mobile nodesthat can store and forward
packets or messagesand can act asrelays, bringing packets
and message<loser to their destination through a selective
forwarding policy. Many DTN proto cols compensate for the
unpredictabilit y of the network by distributing multiple mes-
sagecopiesin the hopesthat at least one will evertually be
delivered. As the number of messagecarriers becomeslarge
these sthemesexperiencediminishing marginal bene ts from
the addition of more messagecarriers. We describe and ana-
lyze the Simple Counting Protocol, an extremely simple
and robust method for limiting the fraction of nodes that
carry a copy of a message. We examine the performance
of this protocol in conjunction with seweral abstract mobil-
ity models and show that the protocol performs reasonably
well in diverse circumstances. The Simple Counting Proto-
col does not assumemuch about node mobility, and there-
fore should be useful for applications where little is known
about node encounter patterns. The simplicity of its im-
plementation will hopefully make it a useful substitute for
epidemic routing as a naive lower bound in proto col perfor-
mance comparisons.

We also show how the same simple techniques and prin-
ciples can be applied in conjunction with more complex
heuristic DTN protocols to reduce network resource usage,
a scheme we call Intermediate Immunity.

Categoriesand Subject Descriptors
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1. INTRODUCTION

The key di erence betweenDelay-Tolerant Networks (DTNS)
and the Ad-Hoc Wireless Networks usually studied is that
DTNs generally lack end-to-end connectivity. In the mobile
wireless variety of DTNs that we focus on, nodes must rely
on unpredictable mobile nodesto store and deliver packets
or messages. Because of this unpredictabilit y many DTN
protocols allow nodes to distribute multiple copies of the
messagegshey receive in the hopesthat at least one copy will
reach its destination. The extreme of this approach is the
epidemic class of protocols [10, 12] whereby all nodes pass
on copiesof all their messagedo every node they encourter
until the messageis delivered. The variants described in [10]
dier in how they attempt to clean up once a copy of the
messagehas been delivered.

More intelligent DTN protocols attempt to restrict the
forwarding of messagesvhile preserving network performance.
One of the simplest approaches is to limit the number of
copies of eadh messagethat are produced [10, 11]. In sec-
tion 2.2 we will explain in more detail why this approach
can be desirable. Let us refer to the ratio of the num-
ber of nodes who carry a messageto the total number of
nodes as the carrier fraction. Sewral possible distribu-
tion schemesfor achieving a target carrier fraction are given
in [10]. These approachesmay be inadequate for someappli-
cations becausethey assumeprior knowledge of the number
of nodes in the system. The proposed\Spray and Wait"
protocol [11] includes a clever technique for estimating the
number of nodesin the systemin order to compute the num-
ber of messagecopiesthat should be distributed. However
this proto col could be complicated to implement and debug,
and once a messagehas been releasedit will be unable to
compensate for potential changesin the number of nodes.
It also assumesthat the nodes' mobilit y patterns are iid. In
situations where node mobility is not iid it is possible that
\relays" may never encourter the destination and that the
\w ait" phase could be inde nite.

In each of these approaches the nodes know more than
they needto about the network. We describe a simple pro-
cesswherein each node is ignorant of the number of nodesin
the group, but still managesto achieve the samegoal of lim-
iting the carrier fraction. Our method will e ectiv ely adjust
the number of carriers if the number of nodesin the system
changes. It is only marginally more complex than epidemic



routing and requires a very small amount of memory which
dependslinearly on the number of messagesarried.

Another complemertary approach to optimizing the dis-
tribution of messagecopiesis to use heuristic protocols
which only pass messagecopiesto nodes which are consid-
ered more likely to bring the messagecloser to its destina-
tion. The details of such proto cols can becomevery complex.
The simplest type of heuristic protocol is the static hierar-
chy where the nodesare manually organizedinto tiers based
on how likely they are to deliver a messageto somecommon
destination. For example in [9] the nodesare organized into
a hierarchy of slow-moving or stationary sensorsand highly
mobile "mules" which aggregate messagesfrom the sensors
and deliver the data to accesspoints. We will elaborate on
this in section 4.1.

We will show how the principles of the Simple Counting
proto col can be usedin conjunction with heuristic DTN pro-
tocols to e ectiv ely \clean-up" unnecessarycopiesof a mes-
sageoncethat messagehas establisheditself in a population
of nodeswhich are closerto the message'sdestination. This
technique, which we call Intermediate Immunity, has as-
pects in common with the idea of custody transfer [1] but
on a collective scale.

In section 2 we will state our assumptionsand explain how
Simple Counting works. In section 3 we model the behavior
of Simple Counting and compareto simulation results under
di eren t mobilit y models. In section 4 we will describe how
Intermediate Immunity works, and in section 5 we will give
results from a variety of simulated example scenarios.

2. THE SIMPLE COUNTING PROTOCOL

2.1 Assumptions

DTNs are often viewed as mostly connected mobile wire-
less networks that su er from intermitten t disruptions and
segmern isolation. We take another, not uncommon, view of
the DTN as a sparse disconnected collection of nodes that
may occasionally cometogether in pairs or small groups. We
model this situation using discrete spaceand discrete time.
In this model eadh node occupiesa cell in the grid and can
communicate only with other nodesin its cell. A model like
this seemslike a reasonable approximation for very sparse
networks such asthe Saami Network or Zebra Net [4, 3], or
in a denser urban environment where the nodes may have
short range and be generally surrounded by obstructions.
We do, however assumethat the network is dense enough
that encourters will take place. The actual encourter rate
will determine the time scale on which data propagates.

2.2 Why Limit the Carrier Fraction?

Given a collection of nodesand a messageto be delivered
to somedestination, we expect the probabilit y of a delivery
taking place to be roughly doubled if there are two message
carriers instead of one. Lik ewise, if there are N nodesin the
system and n < N of them carry a copy of the message,
we expect the probabilit y of delivery to be roughly n times
what it would be for only one carrier. As n approaches
the same order of magnitude as N, however, we expect to
seediminishing benets from ead additional carrier. An
example of this would be a geometric processwith success
probability p. The expected waiting time is 1. If p = o
then changesin n make very little dierence in the waiting
time if n is closeto N . Therefore if our nodes'bu er spaceis

at a premium it makessenseto limit the number of carriers
to only a fraction of the nodes. Cutting the carrier fraction
in half will drastically reducebu er usagein the systemasa
whole, but is unlik ely to have a large e ect on delivery time.

2.3 The Protocol

The Simple Counting Proto col works as follows for eadh
messageM. We assumethat nodes exchange someform of
summary vector at the beginning of each meeting just asin
the epidemic protocol [12].

e Each carrier of the messageM keepstwo counters
nc = # of consecutive non-carriers of M seen
ng = # of consecutive carriers of M seen

e If n > C for somethreshold C > 0 then hand 0 a
copy of M and resetn; = 0.

e If ng > D for somethreshold D > 0 then drop your
copy of M and resetng = 0.

Note that we always have either nc = 0 or ng = 0 so
it isn't really necessaryto keep two separate counters. In
practice we just keepa single counter and represen n. with
positive values and ngq with negative values. Also we can
assumethat the copy threshold C and the drop threshold D
will be lessthan 100, soit suces for each node to keepa
signed byte for eadh messageit carries.

It is impossiblefor a messageto be completely eradicated
before it is delivered. When two nodes meet and exchange
summary vectors, one of the nodes will always have to be
the initial sender. The initial receiver must update its coun-
ters and delete the necessarymessageshefore it oers its
summary vector to the initial sender. If two carriers come
together and the initial receiver decidesto drop its copy of a
messagethe initial senderwill perceive that node asa non-
carrier of that messageand will therefore be unable to drop
its copy. Thus, only one copy of a messagecan be deleted
in any encourter. Since a copy can only be deleted when
two carriers meet, this can never result in a messagebe-
ing completely eradicated before it is delivered. Note that
this reasoning does not apply to messagesthat are being
dropped due to storage constraints. There are some small
changesthat can be madeto this proto col to slow down mes-
sageeradication in situations where bu ers are full, but we
chooseto focus on the simplest version here.

One potential benet of this technique is that the set of
messagecarriers changesover time. The copy-amortization
techniquesin [10] are gearedtowards achieving more diverse
spatial distribution of messagecopies,asis the \binary spray
and wait" schemein [11]. They make a special e ort to make
sure that the eventual messagecarriers are not just the rst
onesthat the sourcesees.In our schemethe available copies
are constantly percolating through the nodes. Even if the
nodes' mobility patterns are not iid, this percolation auto-
matically gives us greater spatial diversity. The drawback
of this is that more energy is spent on transmissions than
if we just picked a xed subset of nodesto be carriers. We
will quantify this in section 3.2.1.

Note that Simple Counting with C = 0, D = oo is equiv-
alent to traditional epidemic routing.



3. ANALYSIS

First we study the steady-state properties of Simple Count-
ing under uniform mobility. Then we will addressother mo-
bilit y models and sometransient properties.

3.1 Mobility Models

In our analysis we will refer to a number of mobilit y mod-
els so we take a moment to summarize what they are. Our
analysis and simulations usea discrete toroidal grid and dis-
crete time. We often refer to grid points that can be occu-
pied by nodes as\cells".

e Uniform (UNI)
If the simulation spaceis a K x K grid, then at any
time step ead node has a uniform 1=K ? probabilit y
of being in any cell on the grid, independernt of its
previous position.

e Random Walk (RAW)
At ead step a node makes a list of its neighboring
cellsand choosesits next position uniformly from those
neighbors.

e Random Direction (RDIR)
Each node choosesa velocity uniformly from somein-
terval [Vmin ;Vmax ], @ direction uniformly from the in-
terval [0;2 ) and a duration uniformly from somein-
terval [rmin ;rmax ]- Then it travels in the chosen di-
rection at the chosen velocity for the chosen amount
of time [7].

e Localized Random Walk (LRAW)
Each node is assigneda xed home cell. At eadch
step eadh node makesa list of its neighboring cells and
choosesone with multinomial probabilit y depending
on ead cell's distance from the node's home cell. In
particular
P rob(choosing cell i) < e %72
where d; is the taxicab distance from cell i to the home
celland is somepositive parameter we call the \tigh t-
nessparameter”. It turns out that a node following the
LRAW mobility model will have a double exponential
(or Laplace) stationary distribution about the home
cell. We will pull in a variety of properties of this mo-
bilit y model, though a complete analysis is beyond the
scope of this paper [13].

3.2 Steady-StateAnalysis

The only two parameters this scheme takes are the copy
threshold, C, and the delete threshold, D. We would like to
compute the expected carrier fraction achieved at equilib-
rium for parameters (C; D). We assumethere are N nodes
in the system and (for the presert analysis) assumethat at
any time every node has an equal probabilit y of encourter-
ing any other node. This is essetially assuming that the
nodes have a uniform mobilit y model.

Let € [0; 1] bethe carrier fraction. That is, there are N
carriers in a system with N nodes. Then for any particular
node we can model its copy and drop counters, nc and ng,
as Markov processes.Let ( ) be the probability that the
copy counter ne = j given carrier fraction . Similarly, let

i ( ) bethe probabilit y that the drop counter nq = j.

First considerthe copy counter, n¢, which tracks the num-
ber of consecutive non-carriers the node has seen. Upon see-
ing the C" consecutive non-carrier the node makesa copy
and resets n¢, so the counter can take any value from 0 to
C — 1. In any encourter, the probability of seeinga non-
carrier and increasing the counter is (1— ). The probabilit y
of seeinga carrier and resetting the counter to 0 is

1-a. (produce a copy)

This model is represened by the C x C matrix
0 1
e 1
1- 0O :x: 0 O
0O 1- ::: 0 O

A= 1)

0 0O :::1—- O

This model is ergodic and has a stationary solution Ax =
x. The only state we are really interested in is the (C — 1)th
state which is occupied with probabilit y

_yc 1t
01():% @)

For any carrier fraction, ,( N)1 — ) ¢ 1( ) isthe ex-
pected rate at which copies are being produced. Similar
reasoningtells usthat ( N) p 1( ) isthe expected rate
at which copiesare being dropped, where

_ D 1
o 1()= S5 ®

is the probability of the delete counter, ng4, having value
D —1.

To compute the steady state of the system we reasonthat
the rate at which copiesare being produced must equal the
rate at which copies are being dropped. This is true when

(11— ) c 1( )= b 1( ). More explicitly , when
@a-H)°_@a-)°
1- b " 1-(@1- )° @

We do not know of a way to get a general closed-form solu-
tion for asafunction of C and D. But o 1( ) is mono-
tonically increasingfrom Oon[0;1],and (1 — ) ¢ 1( )is
monotonically decreasingto 0 over the sameinterval. There-
fore for any given C and D there exists a unique equilibrium
point and it is simple enoughto solve numerically for . Fig-
ure 1 shows an example for D = 3 and C = 5.

We are interested in how accurately this proto col achieves
the desired carrier fraction. This will depend on the mobil-
ity pattern of the nodes. In our analysis we assumedthat
probability of a carrier node encourtering another carrier
was equal to the global carrier fraction. This is the case
if the nodes follow a uniform mobility model, and it turns
out to be a good approximation for the other mobilit y mod-
els we consider. We make the following brief and intuitiv e
argument for why our analysis will be applicable even for
localized mobility models:

Definition: By a neighborhood of nodes we mean a
collection of two or more nodes among which the encourter
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Figure 1: Plotof (1— ) ¢ 1( )and p 1( ) as func-
tions of the carrier fraction, The value of alpha
where the two curves intersect is the equilibrium
point, where the expected rate of copy creation is
equal to the expected rate of copy deletion.

pattern is approximately uniform. That is, each node is
approximately equally likely to encourter any other node in
its neighborhood.

Assumption: If the expected carrier fraction for every
neighborhood of nodesis , then the expected global carrier
fraction for all nodesin the system s

For example, consider a set of nodes with random walk
mobilit y. If onedraws a circle that only enclosesa few nodes,
the set of nodes enclosedby the circle would be a neighbor-
hood of nodes. They are all approximately the samedistance
from ead other, and therefore their encourter probabilities
are approximately equal. Now, if the carrier fraction among
the nodesin any such circle were about , the carrier frac-
tion of all nodesin the system would also be about

It is possibleto draw node arrangemerts where this is not
true, but such exceptions will be rare and short-lived. A lot
more could be said about this, but we appeal to the reader's
intuition and the consistency of our results. Figure 2 com-
pares predicted equilibrium carrier fractions to simulation
results for seweral mobility models. In all casesthe pre-
dicted carrier fraction is fairly closeto that observed. This
highlights the exibilit y and robustnessof Simple Counting.

3.2.1 Thecostof messge percolation

The fact that the messagecarriers are constantly changing
can be seenas a benet. Under non-uniform and non-iid
mobilit y models this percolation will usually ensurethat all
nodeswill getaturn being messagecarriers. The cost of this
percolation is that Simple Counting will consumeenergy on
transmissions even after the desired carrier fraction hasbeen
reached. We can usethe analysis in this section to quantify
this.

Supposethe mean pair encourter rate is R and the equi-
librium carrier fraction is . Then the expected rate at
which messagecopies are being transmitted at equilibrium
isR oN(1— o) ¢ 1( o). This turns out to be fairly small
in most situations, however it is an aspect that could be
improved upon.

carrier fraction

— theoretical
O UNIFORM mobility
RAW mobility

v RDIR mobility
x_LRAW mobility B
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2 3 4 5 6 7 8 9 10
Drop threshold (Copy threshold=10)

Figure 2: Predicted carrier fractions compared to
carrier fractions observed in simulations for several
mobility models. In all cases C = 10 and D is allowed
to vary between 2 and 10. We omit the error bars
to keep the plot legible. The experimental standard
deviations were always in the range of 2-4%.

3.3 Transient Analysis

Eventhough di eren t mobilit y models do not have a great
impact on the steady-state properties of the Simple Count-
ing protocol, they will have a great e ect on its transient
properties. That is, the speed and manner with which the
system reaches equilibrium. One thing that is true in gen-
eral is that the Simple Counting proto col will slow down the
spread of messageselativ e to epidemic. Even when the car-
rier fraction is very small, a node must encourter C consecu-
tiv e non-carriers beforeit is allowed to hand o its rst copy.
This could be viewed asbenet or a detriment. In somesit-
uations it might make senseto slowly increasethe carrier
fraction in the hopesthat the destination is nearby and that
the messagewill be delivered directly without wasting too
much energy and storage. In other situations one may want
to reach the equilibrium fraction as fast as possible. In this
casea node might produce as many copiesas possibleimme-
diately after the messageis releasedand then let the Simple
Counting protocol rein in the carrier fraction, analogously
to TCP \slow-start".

Another small modi cation to Simple Counting is what
we call \fast mode", where a messagecarrier does not reset
its n¢ counter after handing o a messagecopy. The analysis
of these sorts of variations is almost exactly the sameas for
plain Simple Counting. We restrict our analysis here to the
simplest proto col.

3.3.1 Transientpropertieswith UNI

The goal of this analysisis to derive a function c(t) which
approximates the expected number of copies of a message
in circulation at time t. This processcan be modeled as a
di eren tial equation. As a starting point consider the epi-
demic protocol (equivalent to the simple counting protocol
with C < 1and D = oo). Uniform epidemic spread is mod-
eled by:

d

C
acepidemic;u NI (t) =NRc 1- W (5)



where R is the pair encourter rate of the nodesand N is the
number of nodesin the system. Under the uniform mobilit y
model on a K x K grid we have R = 1=K 2. The factor c is
the number of carriers at time t and the factor (1 — c=N) is
the probabilit y of encourtering a non-carrier. This is solved
by the logistic equation:

N eN Rt
Cepidemic;u N1 (1) = m )

The situation under the simple counting protocol is com-
plicated by two factors:

e Not all carriers are eligible to hand o a copy.
e Messagecopies may be dropped.

Luckily eqgn 2 provides the expected fraction of carriers that
are eligible to create messagecopies as a function of total
carrier fraction. To compensatefor the rst issuewe replace
cin the logistic di eren tial with ¢ ¢ 1(cN). Wealsoadd a
term represerting the rate at which messagecopiesare being
dropped. This is almost the sameasthe copy-creation term
except we use p 1(caN) which represerts the probabilit y
that an arbitrary carrier is eligible to drop its messagecopy,
and we replace (1 — ¢c=N) with ¢c=N. Combining the copy
creation and copy deletion terms and factoring we get:

d

d—Csc;UN|(t): NRc 1—£ Cc 1(C:N)

t N (7)
- Ni b 1(cN)

This will not have a closedform solution, but we can solve
it numerically for reasonableinitial conditions.

3.3.2 Transientpropertieswith LRAN mobility

We summarized the Localized Random Walk mobilit y
model in section 3.1. Part of the rationale for naively lim-
iting carrier fraction, asthe simple counting protocol does,
is a scenario where the source belongsto a group of nodes
that is spatially restricted, relying on highly mobile \MULE"
nodes [9] to passby and pick up messagecopies. In situa-
tions like this, limiting the carrier fraction can reduce bu er
usagein the spatially restricted group of nodes by an or-
der of magnitude while having little impact on the message
pickup probabilit y.

When seweral nodes obeying the LRAW mobility model
sharethe samehome cell we will referto them asan\ LRAW
cloud". It turns out that the expected pair encourter rate

in an LRAW cloud with tightness parameter can be com-
puted exactly [13].
1
R= — 8
162 ®)

To model SCin an LRAW cloud, the di eren tial equation
in the last section must also be modi ed to accourt for the
fact that the nodes are not uniformly mixed. That is, as
messagecopies spread, carriers are more likely to be near
other carriers and non-carriers near other non-carriers. In
the uniform casethe probability of a carrier seeinga non-
carrier was (1 —c=N). In the caseof an LRAW cloud it will

1This isn't completely accurate for the protocol we have
described. The actual number of carriers eligible to make
copieslagsthe instantaneous carrier fraction becauseall new
carriers are initialized with nc = 0,np = 1
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Figure 3: Plot of simulated and theoretical c(t)

curves for LRAW and UNIFORM mobility models
using Simple Counting with C = 10, D = 3. All plots
are for N=100 nodes. The uniform results are for a
100x 100 grid and the LRAW results are for = 100.
The simulation results are averaged over 50 runs.

beless. In particular we have found that replacing the linear
(1 —c=N) term with 2(1 — c=N)=(NRt + 1) gives a good
approximation. So epidemic messagespread in an LRAW
cloud is approximated by the di eren tial equation:

2NRc
NRt+ 1
which has a closed-form solution which is invertible to givet

as a function of c. We will write t{c) to denote the function
obtained through this inversion.

acepidemic;LRAW (t) = (1 —cN) 9)

NRt+ 1)°
C(t):NN+((NRt+1))2—1 (10)
r—__ =
1 ¢(N-1
= R N-c ! ()

Just asin the uniform casewe adjust the c(t) di eren tial
equation to include both the copy-creation and the copy-
deletion processes.The resulting di eren tial equation is:

e = —2NRc ¢ %)
dt S C;,LRAW NR t'(C) 1 N c 1 N (12)
c C
RO

We can solve this numerically. Figure 3 compares experi-
mental c(t) results to numerical solutions for the dieren-
tial equations just given for UNIF ORM and LRAW mobil-
ity models. The gure illustrates how the mobility model
a ects the transient properties of the messagespread. The
di eren tial equations do a reasonablejob of capturing the
di erences in the transient properties of the mobilit y models.

4. INTERMEDIA TE IMMUNITY

In this section we explain how the same principles that
make the Simple Counting protocol work can be used in
conjunction with a heuristic proto col to reduce the resource
usagein a DTN. The idea is to \clean up" messagecopies



from nodeswhich are consideredfurther away from the des-
tination. These more distant nodes are made immune to
the messagebefore it is actually delivered. The judgment
regarding when such an immunity is justi ed is made based
on a criterion very similar to that usedin Simple Counting.

4.1 A Noteon Heuristic Protocols

By \heuristic protocol" we mean a proto col where nodes
have somenotion of their \distance" from the destination of
a message. That is, some scalar quantit y that re ects the
likelihood that giving that node a messagecopy will lead to
the messagebeing delivered. Designing such protocols is a
broad and dicult problem. Solutions are generally tuned
to a particular type of scenario. Some exampleswould be

e A mobile wireless network where the nodes have GPS
information and they can compute their physical dis-
tance from any particular destination.

e A static hierarchy where certain classesof nodes are
pre-programmed to be consideredmore lik ely to deliver
amessageio a common destination. This might be the
casein a data-gathering sensor network such as that
described in [9] or [14].

e A logical metric basedon past encourters such asthat
described in [4].

e More complicated heuristics such as [6] or [2]

For our experiments we use a multi-tiered static hierarchy.
All nodeswill be pre-programmed with arouting table accu-
rately re ecting their distance from the destination. We are
really assumingthe best casescenariofor these experiments.
We have also done experiments with heuristics derived from
encourter histories, but the amount of analysis possiblewith
such protocols is beyond the scope of this paper.

4.2 Measuring Protocol Ef ciency

One way to measurethe e ciency of a DTN protocol is to
look at the total amount of bu er spacea messagetakesup
in the system as a whole (the size of the messagetimes the
number of copiesin circulation), and the amount of time it
occupiesthat memory for.

As before we denote the number of copiesof the message
in circulation at time t by c(t). Then if we treat time as
discrete (as we do in our simulations) the Time-Weighted
Network Storage (TNS) [8] of a messageof size s is

p 3
T= sc(t) (13)

t=to

We believe that minimizing time-weighted network stor-
age is a reasonable measure of the e ciency of a delay-
tolerant protocol. On one hand it induces us to keep the
number of copieslow, thereby conserving bu er space. On
the other hand it inducesusto keeplatency reasonable,since
even if there is only one copy of a messagein circulation, its
impact on the network could becomevery large if it persists
in the system for a very long time.

4.2.1 Contolling TNS

If wewant the time-weighted network storage of a message
to be nite, we must institute some mechanism that will
eventually eliminate all copiesof the messagerom all nodes'

buers. The simplest approach is to use a Time-to-Liv e
(TTL), whereby each messageis stamped with a creation
time and all carriers of a messagedrop their copies after a
certain time limit. This has the benet of being relativ ely
easyto implement and possibly easierto analyze, since (13)
has nite endpoints. The main drawbacks are that the TTL
method may drop the messagebeforeit is delivered and the
TTL value must be carefully chosenbased on assumptions
about the network. If the latency distribution is multimo dal
or has a high variance there may be no reasonableway to
choosea TTL value. Therefore TTL-t ype proto colswill lack
exibilit y and robustness.

We prefer the commonly used idea of a vaccine, or anti-
packet asdescribed in [10]. The idea is that when a message
is delivered, the destination releasesa piece of meta-data
called an anti-packet for that message. Any node which
receives the anti-packet drops its copy of the message.lt is
assumedthat the anti-packets spread in an epidemic man-
ner. Realistically the anti-packets would have to eventu-
ally expire. Otherwise the network capacity would be eaten
up by the overhead of exchanging longer and longer lists of
anti-packets. Wewill ignore that issueand assumethat anti-
packets persist at least until all messagecopies are totally
eradicated.

When such a vaccination system is instituted in conjunc-
tion with epidemic messagespread we expect the number
of messagecopiesto increase initially , then decreasemore
or lesssymmetrically once the messageis delivered and the
anti-packet is released. Figure 6 depicts this process for
a population of nodeswith LRAW mobility and uniformly
randomly placed home cells. The TNS of this experiment
would be the area under the curve.

4.3 Details of Intermediate Immunity

The idea behind Intermediate Immunity is that the nodes
can be logically divided into levels based on their heuris-
tic distance from the messagedestination. Speci cally , we
will say that two nodes belong to the samelevel relativ e to
somedestination if their heuristic distancesfrom that desti-
nation are the sameor very close. The destination is always
assumedto be at level O relativ e to itself, and nodesbelong-
ing to higher levels are lesslikely to meet the destination.
Within a node's own level it managesthe number of copies
using Simple Counting. That is, only nodesin the samelevel
a ect anode's carrier counter, and a node distributes copies
within its own level only when its carrier counter reachesthe
copy threshold, C. The nodes always pass messagecopies
to nodesin levelsis closer to the destination, but never to
nodes which belong to levels further from the destination.

To institute Intermediate Immunity we intro duce the im-
munity threshold, |. When a node encourters | consec-
utiv e carriers of a messagewithin its own level it releases
an \in termediate anti-packet" for some more distant level.
If a node's heuristic distance to the destination is I, it can
releasean anti-packet for all nodes of distance at least| + g
where we will call g the immunity lag. Under Interme-
diate Immunity an anti-packet must contain at least some
identi er for the messagethat it immunizes against and a
scalar indicating what level the immunity is for. When two
nodes meet and exchange anti-packets, the immunity for
the lower (closer) level always supersedesimmunity for the
higher (more distant) level.



Source

Destination

Figure 4: The branched chain scenario. Each cloud
in the diagram represents a collection of about 50
LR AW nodes sharing a common home cell.

5. EXPERIMENTS AND RESULTS
5.1 Branched Chain

Consider the simple scenarioof a branched chain of LRAW
clouds (Fig 4). This is a chain in the sensethat the home
cells of the LRAW clouds are close enough that the nodes
from adjacert clouds will occasionally meet and propagate
the messagdrom onecloud to the next. The messagesource
and destination are at opposite ends of the chain. The
branch exists as a potential wrong turn that the message
could take were there no routing heuristic in place. The
nodes are pre-programed with heuristic distancesto give a
8-tiered static hierarchy. The destination node is always at
level O relativ e to itself. The nodesin the samecloud asthe
destination are assignedlevel 1. The nodesin the next cloud
are assignedlevel 2, and so on until we reach the ends of the
chain.

The messageis initially releasedby a node in the source
cloud and the propagation of the messagewithin cloud 7
is controlled by Simple Counting. When a messagecarrier
in cloud 7 meets a node from cloud 6, however, it always
hands o a messagecopy. Similarly from cloud 6 to cloud
5. In this example we set the immunity lag g = 2, sowhen
a carrier in cloud 5 encourters enough consecutive carriers
within its own cloud, it can releasean anti-packet for levels
7 and higher. This anti-packet spreads backwards to cloud
7 and eradicates all messagecopiesfrom those nodes.

Since the anti-packet tends to spread more quickly than
the messagatself we expect that messagecopieswill only re-
sidein 2to 3 clouds at atime, and in those clouds the carrier
fraction is limited by Simple Counting. One would expect
that this would reduce the time-weighted network storage
relative to epidemic or even a heuristic proto col with stan-
dard immunity. It is conceivable, though, that the added
latency of simple counting will outweigh the gains made by
reducing the carrier fraction. We nd experimentally that
this is not the case. Simple Counting and Intermediate Im-
munity reduce the TNS by a factor of two relative to the
heuristic protocol alone. Figure 5 shows a comparison of
TNS and latency for these two possibilities and also epi-
demic messagerouting with anti-packets.

5.2 Cloudsand Carriers

Supposewe have four LRAW clouds, all far enough apart
that the probabilit y of their nodes meeting is e ectiv ely 0.

O 1. Branched LRAW chain
O 2. Clouds & Carriers
3. GPS Heuristic

6 i
epidemic/vaccine

heuristic only
4l i

3k epidemic/vaccine i

heuristic only

Time-Weighted Network Storage
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v (522) (6:2.2)
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Figure 5: The TNS of epidemic routing, heuristic
protocol alone, and Simple Counting + Intermediate
Immunity (SC+II) for the three scenarios described
here. Data points are averaged over 50 runs and
error bars are one standard deviation. The SC+II
data points are labeled with their counting thresh-
olds: (C;D;l)

The messagesourcewill residein one cloud and the message
destination in another cloud. Suppose also that there are
some number of highly mobile \carrier" nodeswhich we will

model ashaving Random Direction (RDIR) mobilit y. Again,

the destination has level O relative to itself and the other

nodes in its cloud have level 1. All RDIR carrier nodes
are assignedlevel 2, and the non-destination clouds are all

assignedlevel 3.

Oncethe messagses releasedin the sourcecloud the carrier
fraction is controlled by Simple Counting. We have observed
that reducing the carrier fraction in the source cloud saves
bu er spacewithout increasing the pick-up latency by very
much. Similarly, oncea copy of the messageis passedby an
RDIR carrier to the destination cloud, the carrier fraction
in the destination cloud is controlled by Simple Counting,
reducing bu er usagewithout delaying messagedelivery by
very much.

Since there are e ectiv ely only three \lev els" in this sce-
nario the gainswe seecomemainly from the e ects of Simple
Counting and are not asdramatic asthe other two scenarios.

5.3 Uniformly PlacedLRAW Nodes

Supposewe have a collection of nodeswith LRAW mobil-
ity and home cells placed uniformly randomly on a grid. We
will assumethat eac node has somerough GPS ability in
that it knows the Cartesian distance from its home cell to
the destination's home cell. In this example this Cartesian
distance will act as the routing heuristic. Nodes will treat
other nodes as belonging to their samelevel if their Carte-
sian distance to the destination is within = 20 of their own.
In e ect the levelsrelativ e to the destination are arranged in
concertric circles about the destination node. The \cleaning
up" e ect of intermediate immunity is particularly e ectiv e
in this scenario becauseof the large size of the more distant
levels.
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Figure 6: The number of message copies in circula-
tion as a function of time for the uniformly placed
LRAW nodes with GPS scenario. Data points are
averaged over 50 runs.

Figure 6 shows the number of copiesin circulation as a
function of time for this scenario. The plot provides a vi-
sually dramatic illustration of the resource consenation of
Simple Counting + Intermediate Immunity relative to epi-
demic routing or the heuristic protocol alone.

6. CONCLUSIONS AND FUTURE WORK

Simple Counting provides a robust method for control-
ling the carrier fraction with litle more complexity than
epidemic routing and negligible memory. Controlling the
carrier fraction is desirable becausethe expected increase
in latency is relatively small compared to the reduction in
resource usage gained by reducing the number of message
copiesin circulation.

Intermediate Immunity is a general technique that can
be combined with a heuristic protocol to e ectiv ely \clean
up" messagecopiesfrom more distant nodes as the message
approaches its destination. Though the design and imple-
mentation of heuristic protocols is a dicult and complex
problem, the Intermediate Immunity componert is a sim-
ple addition and is based on the same principles as Simple
Counting, and can therefore be analyzed in much the same
way.

Someares of future researd include:

e Modeling of latency and reliabilit y.

e Variations on Simple Counting. Using only two thresh-
olds, C and D, restricts the possible carrier fractions
attainable with Simple Counting. Other possibilities
can be achieved by alternating the thresholds or per-
forming hand-o s and drops according to a stochastic
function of the carrier counters.

e Experimentation with more realistic or graph-based
mobilit y models. We used only fairly abstract mobil-
ity models. More realistic models have proposed and
implemented in simulations [5].

e Experimentation with other heuristic protocols. The
results we preserted here are for the simplest possible
heuristic protocol. We have done some experiments
with heuristic protocolsin which the nodestry to de-
duce their logical distance from the destination based
on past experience. The huge variabilit y of such ex-
periments make this a separate researd e ort.

7. ACKNOWLEDGMENTS

Wethank Matt Seligmanof LTS for reading a draft of this
paper and sharing his thoughtful advice and DTN expertise.

8. REFERENCES

[1] K. Fall. A delay-tolerant network architecture for
challenged internets. In ACM SIGCOMM 2003, 2003.

[2] S.Jain, M. Demmer, R. Patra, and K. Fall. Using
redundancy to cope with failures in a delay tolerant
network. In SIGCOMM ’05, 2005.

[3] P. Juang, H. Oki, Y. Wang, M. Martonosi, L. Peh, and
D. Rubenstein. Energy-e cien t computing for wildlife
tracking: Design tradeo s and early experienceswith
zebranet. In ASPLOS, San Jose, CA, Oct. 2002.

[4] A. Lindgren, A. Doria, and O. Sdchelen. Probabilistic
routing in intermitten tly connected networks.
SIGMOBILE Mob. Comput. Commun. Reuv.,
7(3):19{20, 2003.

[5] M. Musolesi, S. Hailes, and C. Mascolo. An ad hoc
mobilit y model founded on social network theory. In
MSWiM 04, 2004.

[6] M. Musolesi, S. Hailes, and C. Mascolo. Adaptiv e
routing for intermitten tly connected mobile ad hoc
networks. In IEEE WOWMOM 05, 2005.

[7] P. Nain, D. Towsley, B. Liu, and Z. Liu. Properties of
random direction models. In INFOCOM 2005, 2005.

[8] M. Seligman, K. Fall, and P. Mundur. Storage routing
for dtn congestion control. Wireless Communications
and Mobile Computing, 7(5), 2007.

[9] R. C. Shah, S. Roy, S. Jain, and W. Brunette. Data
mules: Modeling a three-tier architecture for sparse
sensornetworks. In Proceedings of the 2003 IEEE
Workshop on Sensor Network Protocols and
Applications, 2003.

[10] T. Small and Z. J. Haas. Resourceand performance
tradeo s in delay-tolerant wireless networks. In ACM
SIGCOMM WDTN 05, 2005.

[11] T. Spyropoulos, K. Psounis, and C. S. Raghavendra.
Spray and wait: An e cien t routing scheme for
intermitten tly connected mobile networks. In ACM
SIGCOMM WDTN 05, 2005.

[12] A. Vahdat and D. Bedker. Epidemic routing for
partially connected ad hoc networks. Technical Report
CS-200006,Duke Univ ersity, 2000.

[13] B. Walker, T. C. Clancy, and J. Glenn. Using localized
random walks to model delay-tolerant proto cols. In
submission.

[14] W. Zhao, M. Ammar, and E. Zegura. A message
ferrying approach for data delivery in sparsemobile ad
hoc networks. In MobiHoc ’04, 2004.



